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What are the 3 pillars of any

cybersecurity risk management
program?

Implement a WISP.
Train Employees to that WISP.
Insure the WISP.
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Train Employees to that WISP.
Insure the WISP.

1. Implement a WISP

© 2022 Miller Johnson. All rights reserved.



© 2022 Miller Johnson. All rights reserved.



Table of Contents

General Data Security Policies and Procedures Part1

Information Technology Security Policy (ISP} Part2
Data Security Incident Response Plan (IRP) Part3

Website Privacy Palicy Part 4
‘Website Terms of Use Parts

Password Policy Parté
Document Retention Policy Part7

IT Resources and Communications System Palicy Part8
Bring Your Own Device to Work (BYOD) Policy Partg
Data Security Contract Clauses for Service Provider Part10
Arrangements

Emplayee Training PowerPoint Partn
Disaster Recovery Protocal (IF AVAILABLE) Part12
Cyberiability Insurance Policy (IF AVAILABLE) Part 13
Employee Handbook Policies & Procedures Part1g

Company WISP

General Data Security Policies and Procedures.
IT Security Policy.

Data Security Incident Response Plan.

Website Privacy Policy & Terms of Use.

© 2022 Miller Johnson. All rights reserved.




Company WISP

Password Policy/MFA.
Document Retention Policy.
Acceptable Use Policy.
BYOD Policy.

Company WISP

Password Policy/MFA

Security.org/how-secure-is-my-password.
10 characters
MFA
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Company WISP

Vendor Management Policy.
Remote Work Policy.

Employee Training PowerPoint/KnowBe4.
Disaster Recovery Protocol.

Company WISP

Employee Handbook.
Cyber-liability Insurance.
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Implement a WISP.

Insure the WISP.

2. Train Employees to WISP
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YOUR HR/IT TEAM D

1. Implement a WISP.
2. Train Employees to that WISP.

~ Insure the WISP.
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Cyber premiums soar 25.5% in Q2: CIAB

PREMIUM CHANGE FOR CYBER — Q4 2016 - Q2 2021
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Source: The Council of Insurance Agents & Brokers’
Q2 Commercial P/C Market Survey
https://www.businessinsurance.com, August 24, 2021

= 1. First Party Coverage
= Crisis Management Event Expenses
Security Breach Remediation and Notification Expenses

Computer Program and Electronic Data Restoration Expenses
Computer Fraud

Funds Transfer Fraud
E-Commerce Extortion
= Business Interruption and Additional Expenses
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2. Third Party Coverage
Network and Information Security Liability
Communications and Media Liability
Regulatory Defense Expenses

Underwriting Questionnaire
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Recap: what are the 3 pillars of any
cybersecurity risk management
program?

]
Implement a WISP.
Train Employees to that WISP.
Insure the WISP.

]
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Any Questions?
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