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June 16, 2020

Mary Bauman

Tripp VanderWal

The materials and information have been 
prepared for informational purposes only. 
This is not legal advice, nor intended to create or 
constitute a lawyer-client relationship. 
Before acting on the basis of any information or 
material, readers who have specific questions or 
problems should consult their lawyer.
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This workshop is designed to provide you 
with an understanding of:
 The HIPAA privacy rules

 The HIPAA security rules

HITECH and the January 2013 HHS regulations

 If you took steps before 2013 to comply with HIPAA, 
your documents and practices must be updated as a 
result of the new regs

4
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 Purpose of HIPAA Privacy Rules
 To specify the circumstances under which protected 

health information (“PHI”) may be used or disclosed  
(PHI generally cannot be used or disclosed for 
employment-related purposes)

 To impose administrative safeguards on covered 
entities to promote the protection of PHI

 To provide individuals with certain rights regarding 
PHI 

6
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Key Definitions
Covered Entity includes:

 Health care providers

 Health plans

 Self-administered group health plans with less than 50 
eligible employees are not considered a health plan for 
this purpose
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 Is an employer a covered entity?
No, not as an employer

 But, its health plan(s) is/are a covered entity

8

Health plans include:
 Self-funded group health plans

 Fully-insured group health plans including HMOs

 Stand-alone prescription drug, vision and/or dental 
plans

Health reimbursement arrangements (HRAs)

9
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 Section 125 plans with medical flexible spending 
accounts

 Employee assistance plans (EAPs) providing medical 
or counseling benefits

On-site medical clinics probably aren’t a health plan 
for this purpose but may be a health care provider 
(covered entity) if the clinic or any of its providers 
transmit health information electronically

10

 Protected Health Information (“PHI”) is:
 Individually identifiable health information

Created or received by a covered entity

 Relating to an individual’s past, present or future

 physical or mental condition,

 provision of health care, or

 payment for the provision of health care
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 Employment records are not PHI

 Individually identifiable health information held by an 
employer in its capacity as an employer rather than in 
its capacity as the plan sponsor of the health plan is 
considered employment records for this purpose

12
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 Examples of employment records:

 Medical information needed for an employer to carry 
out its duties under FMLA or ADA

 Medical records related to occupational injuries

 Disability insurance eligibility

 Sick leave requests and justifications

 Drug screening results

 Workplace medical surveillance

 Fitness-for-duty tests of employees

13

De-identified Information is not PHI

 De-identified information is where all identifiers 
including name, address, SSN, DOB, etc. has been 
removed

14

 Basic Privacy Rule - A covered entity may not 
use or disclose PHI except
With the consent or authorization of the individual 

who is the subject of the information, or

As explicitly required or permitted by the 
regulations

15
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Treatment, Payment or Health Care 
Operations - The primary permitted use of 
PHI under the regulations is that a covered 
entity can use or disclose PHI if it is for 
treatment, payment or health care operations.  
However, only the minimum necessary
information may be used or disclosed to 
accomplish the intended purpose

16

 “Treatment” includes the provision, coordination, or 
management of health care

 “Payment” includes the determination of an 
individual’s benefit eligibility, the coordination of 
benefits, the adjudication of claims, billing, claims 
management, collection and utilization review 
activities

17

 “Health care operations” include evaluating provider 
performance, underwriting or premium rating for 
purposes of creating, renewing or replacing health 
benefits (including stop loss insurance), legal 
services, auditing, business planning, customer 
service and resolution of internal grievances
 “Minimum necessary” means the covered entity 

needs to consider whether the intended use or 
purpose can be accomplished by de-identifying the 
data or using summary data

18
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 The minimum necessary restriction does not apply to 
disclosures to or received by a health care provider for 
treatment

19

 Special Rules for Employers
As stated above the employer is not a covered 

entity under HIPAA

However, most employers will require PHI in their 
role as health plan sponsor in order to manage 
their health plan.  In order to receive, use and 
disclose PHI, the plan sponsor must take various 
steps including:

20

 Appoint a privacy officer

 Establish privacy policies and procedures

 Distribute a notice of privacy practices to participants

 Amend health plans for privacy rules

 Train workforce, focusing on employees who will be 
given access to PHI

 Enter into privacy agreements with business associates

21
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A business associate is an entity that creates, 
receives, maintains or transmits PHI in 
connection with providing services to a 
covered entity

22

 Examples of business associates of health 
plans:
 Insurance agents and consultants

 Third party administrators of self-funded health 
plans (TPAs)

COBRA administrators

Data storage providers (hard copy and cloud) –
even if don’t view PHI

ACA reporting vendors of self-funded health plans?

23

 Special Rules for Fully-Insured Health Plans
A health plan and the employer as plan sponsor can 

avoid most of the requirements of the HIPAA 
privacy rules where

 The plan is fully-insured and

 The plan does not create or receive PHI except for 
enrollment/disenrollment information and summary 
health information for limited purposes

24
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 Summary health information is health information with 
most identifying information deleted

 Under the limited purpose rule, the plan sponsor may 
only use the summary health information to obtain 
premium bids or to amend or terminate the health 
plan

 If these requirements are satisfied, the 
responsibility to comply with the HIPAA privacy 
rules shifts to the insurer

25

Questions to ask to determine if this exception 
applies

 Does the insurer provide the plan sponsor with any 
special reports containing PHI?

 Does the plan sponsor assist employees and their 
dependents in working with the insurer to get claims 
approved?

26

 If the answer to one or both of these questions is yes, 
the plan sponsor’s options are
 Stop

 Comply with the HIPAA privacy rules

 Get individual authorizations to continue claims advocacy

 NOTE:  An employer may maintain a fully-insured 
health plan subject to the exception and another 
health plan which is not subject to the exception (e.g., 
a self-funded prescription drug or dental plan or a 
Section 125 plan with medical flexible spending 
accounts)

27
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When are individual authorizations needed?

 The employer generally does not need to obtain a 
written authorization from an employee to assist with 
the processing of a health claim concerning the 
employee or a minor child (under age 18)

28

 If the claim is concerning a spouse or adult dependent 
child, the spouse or adult dependent child’s 
authorization may be necessary

 If the spouse contacts the employer regarding the 
claims of the employee or an adult dependent child, 
the same authorization requirements apply

 There are exceptions to the above authorization rules 
in incapacity and emergency situations and in the case 
of deceased participants

29

 Face-to-face and telephonic communications 
should not occur in open areas

Once written communications are viewed, if 
still being used, the PHI should be kept out of 
sight while the individual is away from his/her 
desk

 If there is no need for PHI once used, it should 
be shredded

 If PHI needs to be maintained, it should be 
stored in a separate file

30
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The health plan must disclose PHI to an 
individual upon request
 If the individual is a minor, disclosure can generally 

be made to a parent unless state law restrictions 
apply (for example, some state laws prohibit 
disclosure of certain health conditions such as 
pregnancy, sexually-transmitted disease, and 
HIV/AIDS to a parent)

31

 PHI may be disclosed in response to a court order

 A subpoena or discovery request signed by an 
attorney is not a court order

 In the event a subpoena or discovery request is 
received, the health plan should only consider 
disclosure upon receipt of assurances that the 
individual has been given notice of the request or that 
the party seeking the information has made 
reasonable efforts to receive a qualified protective 
order

 Alternatively, the covered entity can require a court 
order before agreeing to disclose PHI (this is the 
recommended course of action)

32

 If a covered entity discloses PHI for purposes other 
than treatment, payment or health care operations, the 
disclosure should be recorded in a log and the log 
should be provided to the individual upon request

 The health plan should have procedures to verify the 
identity of a person requesting the disclosure of PHI 
(e.g., whether truly a parent, personal representative, 
law enforcement official, etc.)

33
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 Purpose of HIPAA security rules
 To ensure the integrity, security and availability of 

electronic health information that is identifiable to 
an individual.  This mandate only relates to PHI 
transmitted electronically (known as ePHI)

34

Unlike the privacy rules, which have an exception to 
most of the compliance requirements for fully-
insured health plans, no such exception exists 
under the security rules.  However, if all of a health 
plan’s ePHI is held by business associates and/or 
the insurer, then the security compliance steps 
should be minimal

 The insurer will comply with the security rules

35

Requirements
 There are 18 security standards under the security 

rules which must be addressed through 36 
implementation specifications

Compliance with some of the implementation 
specifications is required.  For example:

 A written risk analysis must be conducted to access 
risks and vulnerabilities to the confidentiality of ePHI.  
Processes associated with computers, work stations, 
servers and network lines will require review

36
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 Electronic security measures must be implemented 
such as assigning each person a unique identifier 
(name or number) and password

 A procedure must be implemented to identify and 
respond to suspected or known security breaches, 
including attempted breaches

 A contingency plan must be developed to respond to 
an emergency, to retrieve and restore lost data and to 
continue to protect ePHI even while operating in an 
emergency mode

37

 A security officer must be appointed.  This individual 
can be the same person or a different person than the 
privacy officer

 Business associate agreements must be entered into 
regarding the security rules or alternatively, existing 
HIPAA privacy business associate agreements must be 
amended.  Remember, only business associates 
handling ePHI (vs. all PHI) are affected

 A procedure must be developed to remove ePHI from 
computers and other electronic media before it is 
reused or disposed of

38

 Other implementations/specifications are addressable, 
meaning the health plan must assess the specification 
to determine whether it is reasonable and appropriate 
to implement given the health plan’s situation.  If the 
health plan decides not to implement the 
specification, or to implement an alternative, the 
health plan must document the rationale

39
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 Addressable specifications include the following

 Procedures to screen and approve authorized personnel 
who will have access to ePHI and procedures to terminate 
access

 Procedures to train personnel regarding the security rules

 Procedures to insure the security of the physical 
operations housing ePHI (such as the server area)

40

 Access control procedures, including the use of automatic 
log off or inactivity lock-out mechanisms and encryption

 Encryption is the converting of an original message of regular 
text into an encoded text before it is transmitted 
electronically

 Thus, encryption is not required but may be advisable

 Most security breaches involve unencrypted laptops, tablets 
and smart phones

 If you don’t encrypt, what policies will you develop to 
minimize loss and theft and to shut down devices 
immediately upon loss or theft?

41

Ongoing HIPAA privacy and security 
compliance
Covered entities should review their HIPAA privacy 

and security compliance efforts on an annual basis 
to ensure compliance.  Steps should include the 
following:

 Have any new health plans been established?  If so, 
amend them for the privacy and security rules

42



© 2020 Miller Johnson. All rights reserved. 15

 Is the privacy officer still employed and working in 
that position or does a replacement privacy officer 
need to be named?

 Similarly, is the security officer still employed and 
working in that position or does a replacement 
security officer need to be named?

 Does the group of employees or classes of employees 
who may use or disclose PHI need to be updated?  If 
so, this may require a change to the employer’s 
policies and procedures and potentially, an 
amendment to the health plans

43

 You should periodically review your privacy 
policies and procedures.  Are they working and do 
they fit your needs?  Should any provisions be 
changed or expanded?

 Have there been any changes in your technology 
which require a change to your HIPAA security 
policies and procedures or for which you should 
conduct an updated security risk analysis? 

 The security risk analysis should not be a one time
occurrence; it should be conducted on a periodic 
basis

44

 Notice of participant notice of privacy practices
 Is the notice being provided to all new participants 

at the time of enrollment?

 Are participants receiving a new copy of the notice 
at least once every three years or alternatively, 
receiving notice at least once every three years that 
they may receive a copy of the notice?  (Note:  an 
easy way to comply with this requirement is simply 
to notify participants each year at open enrollment 
that they have the right to a new copy of the 
notice.)

45
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 Is all the identifying information in the notice still 
accurate or does it need to be changed?  Are there any 
other substantive changes which should be made to the 
notice?  

 Notification if breach per HITECH

 GINA (can’t use genetic information for underwriting 
purposes)

 ACA Section 1557 nondiscrimination notice

46

 Training

 Do you have a procedure in place to train new employees 
who are hired or transferred into the group of employees 
with rights to use or disclose PHI?

 For those individuals who continue to be in the group, 
what is your procedure regarding refresher training?

 Additional training will be required as a result of the 
changes from the HHS final regulations

47

 Review current business associate relationships

 Make sure existing contracts with all current business 
associates are up-to-date and in order

 Make sure there is a business associate agreement in 
place with each new business associate which is identified

 For all business associates, make sure the business 
agreement incorporates the changes from the HHS final 
regulations

48
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49

The Health Information Technology for 
Economic and Clinical Health Act (HITECH) 
was enacted in 2009 and amended HIPAA

 In January 2013 HHS issued regulations to 
implement HITECH

50

Change #1:
Breach Notification 

Requirements

51
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 Before HITECH, if there was a breach of the privacy or 
security rules, HIPAA required the covered entity to 
mitigate any harm caused by the breach which could, in 
certain circumstances, include notification
 There was no other affirmative obligation to provide 

notice of a breach to the individual or to the federal 
government (i.e., HHS)

52

HITECH expands the responsibilities of 
covered entities and business associates in 
the event of a breach
Under HITECH if the security of “unsecured 

PHI” is “breached,” the covered entity must 
provide notice within 60 days after 
“discovery” of the breach to the individual, 
HHS and the media as described below

53

 “Unsecured PHI” is PHI which is not secured 
through the use of a technology or methodology 
identified by HHS as rendering the information 
unusable, unreadable or indecipherable to 
unauthorized persons

 HHS has issued guidance identifying two acceptable 
technologies and methodologies for securing PHI:  
encryption and destruction

54
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 “Breach” means the unauthorized acquisition, 
access, use or disclosure of PHI that compromises 
the privacy or security of the information
 Exception if there is a low probability that PHI has 

been compromised

 An affirmative assessment is required to make this 
determination

55

 In conducting the assessment, the following four 
factors should be considered:
 The nature and extent of the PHI involved

 The unauthorized person(s) who acquired the PHI or to 
whom the disclosure was made

 Whether the PHI was actually acquired or viewed

 The extent to which the risk to the PHI has been 
mitigated following the unauthorized disclosure

56

 If a business associate discovers the breach, it must 
notify the covered entity within 60 days of the 
discovery and then the covered entity has up to 60 
additional days to provide the required notice
However, if the business associate is the covered 

entity’s “agent” as determined under a common law 
definition, the covered entity must provide the 
notice within 60 days of the business associate’s 
discovery

57
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 The business associate is not required to notify the 
individual.  Rather, the business associate must 
notify the covered entity who notifies the individual

58

However, the covered entity and the business 
associate can contractually agree that the business 
associate will be responsible to provide the 
individual notice and the media notice on behalf of 
the covered entity

 The business associate will likely only agree to this 
requirement where it either committed the breach 
or the breach was committed by one of its 
subcontractors

59

 If the business associate agrees to provide written 
notice to the affected individuals, the covered entity 
should consider reserving the right to review and 
approve the language in the notice before it is 
distributed

60



© 2020 Miller Johnson. All rights reserved. 21

HIPAA is not the only law that requires breach 
notifications: 50 states, DC and some U.S. 
territories have also enacted breach 
notification laws
 These laws vary between jurisdictions

 These laws generally require notification of a 
breach of Personally Identifiable Information (“PII”).  
Some states include health information in the 
definition of PII.

61

Michigan Identity Theft Protection Act:
Any business that owns or licenses protected 

information must notify affected individuals of a 
breach unless determines no harm

62

 Exemptions may be available to entities that are 
subject to HIPAA

 If no exemption available or state law is more 
restrictive, must follow state law

63



© 2020 Miller Johnson. All rights reserved. 22

 Individual Notice - Notice should generally be 
provided by the covered entity to the 
impacted individual in writing by first-class 
mail to the last known address 
 There are special delivery rules where the address 

is unknown or where there is a possibility of 
imminent use of the unsecured PHI

64

 The notification to the individual must:

 Describe the circumstances of the breach, including 
the date of the breach and the date of discovery

 Describe the type of unsecured PHI involved

 Summarize the steps the individual should take to 
protect himself/herself against potential harm due to 
the breach

65

 Briefly explain the steps the covered entity has taken 
to investigate the breach, to mitigate harm and to 
protect against further breaches 

 Include covered entity contact information

66
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HHS Notice - If the breach involves less than 
500 individuals, the covered entity should log 
the breach and provide the log to HHS on an 
annual basis
 The log must be filed with HHS electronically within 

60 days after the end of the calendar year

67

 If the breach involves 500 or more individuals, the 
covered entity must notify HHS immediately and 
HHS will identify the covered entity on its website

 “Immediately” means contemporaneously with the 
individual notice(s)

68

 Media Notice - Notification also must be 
made by the covered entity to prominent 
media outlets if a breach of unsecured PHI is 
reasonably believed to affect more than 500 
individuals in a state  
 The same content as the individual notice must 

be provided and within the same time frame

 The notice can be in the form of a press release

 HHS says what constitutes a prominent media 
outlet may differ depending on the state

69
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Change #2:
Increased Regulation of 

Business Associates

70

HIPAA regulates “covered entities,” which 
includes health care providers and health 
plans

HIPAA requires covered entities to enter into 
privacy/security agreements with their 
business associates 

71

 So while a business associate may be 
contractually obligated to comply with HIPAA, 
HIPAA did not previously directly regulate 
business associates

72
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 Examples of third parties that are not business 
associates:

 Janitorial services

 Shredding services unless the entity routinely shreds 
PHI and performs the shredding services offsite

 Plumbers

 Electricians

 Photocopy repair technicians

 Stop loss insurers for self-funded plans

73

 U.S. Mail

 United Parcel Service and other delivery services

 Health care providers if their only contact with the 
health plan is to submit claims for payment rather 
than performing covered functions on behalf of the 
health plan (such as case management)

 Banks and financial institutions that process batch 
claims and premium payment information

74

 Software vendors are not business associates unless 
they host PHI on their servers or access PHI when 
troubleshooting for the health plan

 Health insurers and HMOs – however, they are 
regulated in a manner similar to covered entities in 
their own right

75
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HITECH and the final regulations generally 
apply the HIPAA privacy and security rules to 
business associates in a similar manner as 
they apply to covered entities

76

Applicable privacy requirements for business 
associates:

 Appoint privacy officer

 Establish privacy policies and procedures

 Ensure PHI not used and disclosed in violation of privacy 
rules (business associates were formerly only required to 
do so on a contractual basis pursuant to the business 
associate agreement and now this is required by law)

77

 Train work force

 Amend/enter into business associate agreements

 Formerly the covered entity needed to monitor a business 
associate’s compliance with the business associate 
agreement but not vice-versa, now the business associate 
must also police compliance of the covered entity

78
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Applicable security requirements for business 
associates:

 Appoint security officer (can be same or different 
person than privacy officer)

 Conduct written security risk analysis

 Establish security policies and procedures to 
implement safeguards to limit access to electronic PHI 
(ePHI)

 Train workforce

79

 In addition, the civil and criminal penalties for 
violating the HIPAA privacy and security rules 
now directly apply to business associates

80

 Business associate agreements will need to 
be amended to comply with the new privacy 
and security requirements of HITECH
 Formerly, the burden to enter into business 

associate agreements was on the covered entity

81
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 Business associates typically would only initiate as a 
service, to be proactive with the covered entity, or to 
ensure that its version rather than the covered entity’s 
version of the agreement was used

82

Now, both parties have the responsibility to make 
sure a business associate agreement is in place

 Do you have a privacy/security agreement in place 
with each business associate for all of your health 
plans?

 Has each such agreement been updated for HITECH
and the HHS final regulations?

83

Change #3:

Individual’s Right of Access 
to Electronic PHI

84
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 Before HITECH, individuals had the right to 
request access to their PHI held in a 
designated record set

 In response to HITECH, the final regulations 
also provide individuals with the right to 
request PHI maintained as an electronic 
health record

85

 It may be unlikely that a health plan will hold 
electronic health records regarding an 
individual

However, if such records are maintained by a 
health plan and the individual submits a 
request, the plan must provide the 
information in the form and format requested 
by the individual (if the information is readily 
producible, for example, in Word, Excel, etc.)

86

 If not readily producible, the plan must provide the 
PHI in a readable electronic form such as PDF

 The plan is permitted to charge for labor and 
supplies such as a flash drive

 The individual is permitted to designate a third 
party to receive the information and the individual 
can request that the information be emailed, even 
in a non-encrypted form

87
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Change #4:

Disclosure of PHI Regarding 
a Deceased Individual

88

The final regulations clarify that it is 
permissible for a health plan to disclose PHI 
to a spouse, parent, family member or friend 
of a deceased individual in order to resolve 
claim or payment issues
 This exception is in addition to prior exceptions in 

incapacity or emergency situations

89

Change #5:

Increased Enforcement

90
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Old Rules
HIPAA allowed HHS to impose civil penalties of up 

to $100 per violation of the HIPAA privacy and 
security rules, with a maximum of $25,000 for 
violations of a single standard within a single 
calendar year.  

 There were exceptions where the covered entity did 
not know of the violation or the failure was due to 
reasonable cause and corrected within 30 days

91

HITECH significantly increased the civil 
penalties for violations of HIPAA

The final regulations clarify that business 
associates and subcontractors may be subject 
to direct liability for HIPAA violations

92

The civil monetary penalties are subject to a 
tiered penalty structure similar to the earlier 
interim regulations

The penalties increase depending on the level 
of culpability and are capped for multiple 
violations of a single standard during a 
calendar year at $1.5 million

HHS is becoming more proactive in assessing 
penalties

93



© 2020 Miller Johnson. All rights reserved. 32

Criminal penalties (fines of up to $50,000 and/or 
imprisonment of up to one year) were authorized 
with additional criminal penalties being available 
for egregious situations

 Private causes of action by individuals for wrongful 
disclosure are not available under HIPAA.  However, 
individuals can report violations to HHS and HHS 
can investigate

94

HHS’s emphasis was on voluntary compliance

 Largely a complaint-driven approach

 Through May 13, 2020, HHS received over 233,581 
complaints

 In 2011, HHS imposed its first civil monetary policy 
penalty under HIPAA and HITECH

HITECH significantly increased the 
government’s enforcement tools and the 
potential adverse consequences of non-
compliance

95

 In May 2019, HHS announced a settlement of 
$100,000 with Medical Informatics 
Engineering (“MIE”):
MIE notified HHS that hackers had used a 

compromised user ID and password to access PHI 
of 3.5 million individuals

HHS determined that MIE failed to conduct a 
comprehensive risk analysis

MIE also agreed to a corrective action plan that 
includes an enterprise-wide risk analysis

96
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 In September 2019, HHS announced its first 
enforcement action and settlement in its 
Right of Access Initiative in the amount of 
$85,000 with Bayfront Health St. Petersburg 
(“Bayfront”):
 Bayfront failed to provide a mother timely access to 

records about her unborn child (the records were 
provided more than nine months after the initial 
request)

 Bayfront agreed to a corrective action plan that 
includes one year of monitoring by HHS

97

 In October 2019, HHS announced a 
settlement in the amount of $10,000 with 
Elite Dental Associates, Dallas (“Elite”):
 Elite responded to a social media review by 

disclosing the patient’s last name and details of the 
patient’s health condition

 Elite did not have a policy and procedure regarding 
disclosures of PHI on social media

 Elite agreed to a corrective action plan that includes 
two years of monitoring by HHS

98

 In October 2019, HHS announced a 
settlement in the amount of $2.154 million 
with Jackson Health Systems (“JHS”):
 JHS lost paper records containing the PHI of 756 

patients in January 2013

 JHS additionally lost an additional three boxes of 
patient records in December 2012, but did not 
immediately report the increased number of 
individuals affected to 1,436 until June 2016

 It was later discovered that an employee had been 
selling patient PHI to media outlets
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HHS found that:
 The employee had inappropriately accessed over 

24,000 patients’ records since 2011

 JHS failed to provide timely and accurate breach 
notification to HHS, conduct enterprise-wide risk 
analyses, manage identified risks, regularly review 
information system activity records, and restrict 
authorization to workforce members’ access to 
patient PHI to the minimum necessary to 
accomplish their job duties
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 In November 2019, HHS announced a 
settlement in the amount of $3 million with 
the University of Rochester Medical Center 
(“URMC”):
 PHI had been disclosed through the loss of an 

unencrypted flash drive and theft of an 
unencrypted laptop

URMC failed to conduct an enterprise-wide risk 
analysis, implement security measures, utilize 
device and media controls, and employ a 
mechanism to encrypt and decrypt electronic PHI
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 In November 2019, HHS announced a 
settlement in the amount of $1.6 million with 
the Texas Health and Human Services 
Commission (“TX HHSC”):
An internal application containing PHI was moved 

from a private, secure server to a public server

Access to PHI was available without access 
credentials

 TX HHSC failed to conduct an enterprise-wide risk 
analysis, and implement access and audit controls
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 In November 2019, HHS announced a 
settlement in the amount of $2.175 million 
with Sentara Hospitals (“Sentara”):
 Sentara mailed 577 patients’ PHI to wrong 

addresses

 The PHI included patient names, account numbers, 
and dates of services

 Sentara incorrectly concluded that it did not have to 
report the breach unless the disclosure of PHI 
included patient diagnosis, treatment information 
or other medical information
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 In December 2019, HHS announced its 
second enforcement action and settlement in 
its Right of Access Initiative in the amount of 
$85,000 with Korunda Medical, LLC 
(“Korunda”):
 Korunda failed to forward a patient’s medical 

records in an electronic format to a third party 
despite the patient repeatedly asking

 Korunda charged more than the reasonably cost-
based fees allowed under HIPAA
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 In December 2019, HHS announced a 
settlement in the amount of $65,000 with 
West Georgia Ambulance, Inc. (“West 
Georgia”):
West Georgia lost an unencrypted laptop containing 

the PHI of 500 individuals

West Georgia failed to conduct a risk analysis, 
provide a security awareness and training program, 
and implement HIPAA Security Rule policies and 
procedures
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 In March 2020, HHS announced a settlement 
in the amount of $100,000 with Steven A. 
Porter, M.D.:
Dr. Porter did not conduct a risk analysis at the 

time of a breach report related to a dispute with a  
business associate

Dr. Porter failed to complete an accurate and 
thorough risk analysis after the breach and failed to 
implement security measures to reduce risks

Dr. Porter agreed to a corrective action plan that 
includes two years of monitoring by HHS
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 “Common law” privacy:  
Disclosure of private, confidential information 

about another person can result in liability for 
“invasion of privacy”

 If the individual who improperly disclosed the 
information did it as part of his or her job, then the 
employer can also be liable
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 For example, if a supervisor finds out that one of 
her employees is HIV-positive and shares this 
information with others, both the supervisor and 
the employer could be liable for invasion of privacy 
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Americans with Disabilities Act (ADA) 
requirements:  
ADA limits medical inquiries to employees 
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ADA requires confidentiality of medical information 
received 
 Information received about an employee in response 

to a request for it must be kept confidential.  
Confidentiality includes keeping this information in a 
separate medical file and not sharing it, except on a 
“need to know” basis:
 to a supervisor or manager regarding necessary work 

restrictions and accommodations

 to first aid and safety personnel, if the medical condition 
may require emergency treatment
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 Family and Medical Leave Act (FMLA)
 FMLA has confidentiality requirements that prohibit 

unnecessary disclosure of information in medical 
certifications

 FMLA confidentiality compliance involves similar 
considerations to ADA
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 Previously, Miller Johnson offered compliance 
kits

Miller Johnson has updated the kits
 There are three versions of the kits

 The first version is for employers in their capacity 
as covered entity/health plan sponsors
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 The second version is an abbreviated version of the 
first version and is where the employer is only 
subject to HIPAA regarding its medical FSA and/or 
HRA

 The third version of the kit is for business 
associates
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The cost of the kits depends on whether 
you are a new or returning kit customer:

There is a $100 discount off above pricing 
for Workshop attendees

New Returning

Version 1 $850 $500
Version 2 $350 $250
Version 3 $600 $400
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 You can place an order by emailing Mary Kral, 
kralm@millerjohnson.com
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